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FreeBSD 3T0 3aperucTpupoBaHHas TOprosast Mapka FreeBSD Foundation.

Motif, OSF/1 1 UNIX aT0 3apericTprpoBaHHble TOproBele Mapky, a IT DialTone u The Open
Group aT0 TOproseie Mapku Open Group B CoerHeHHbIX lITaTax v JPyryux CTpaHax.

MHorue 13 0603HauYeHUI, UCIIOIB3YEMble TPOU3BOSUTESIMU U IPOAaBLAMU AJIsi 0603HaYe-
HUS CBOMX MTPOZAYKTOB, 3asABJIIIOTCS B Ka4eCTBE TOPTOBBIX Mapok. Korza takre 0603HauYeHUs
MOSIBJISIIOTCS B 9TOM JOKyMeHTe, U [IpoekTy FreeBSD 13BeCTHO O TOProBoii Mapke, K 0603Ha-
yeHUIo fo6aBseTcs 3HaK « TM» umm «(R)».
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AHHOTaumuA

BBI TOJIBKO YTO yCTAHOBHMJIM U HACTPOUJIH IPsec, ¥ OHO, KaxeTcs, 3apaboTaso. Kak aTo MOXHO
MIPOBEPUTH? 51 OIUILTY METOZ 3KCIIEPUMEHTAIBHOM MTPOBEPKU MPAaBUIBHOTO GYHKIIMOHUPOBA-
Hus [Psec.
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1. MocTaHOBKa 3ajaun

s Havana mpeArnoioKuM, 4to Ber HacTpomsu IPsec. Kak Bol y3Haete, uto [Psec paboraer? HecoMHeHHO, CO-
efvHeHUs He OyZeT, eciv Bbl HEBepHO ero CKOHGUIYPUPOBaIu. VI OHO, KOHEYHO, TIOSIBUTCS B BBIBOZE KOMaH-
nel netstat(1), korma Ber Bcé cesaete BepHo. HO MOXKHO JTM KaK-TO MOATBEPANUTE caM (paKT $YHKIMOHMPOBAHUSA

IPsec?

2. PewneHve

JI7151 Hauara HEMHOXKO KpUNTOTrpadUIecKON TEOPHH:

1. MudpoBaHHbIe LaHHBIE PABHOMEPHO PaCcIIpeie/IeHbI [0 06JIaCTH OIpe/ieIeH ST, TO €CTh KaX bl CIMBOJI IMe-
€T MaKCUMaJIbHYI0 SHTPOIIMIO;

2. ((CI:IpLIG» " HeCXXaTbhle JaHHBIE KaK IMPaBUJIO I/136I>ITO‘-IHBI, TO €CThb UX SHTPOIINS MEHbIIE MaKCIMaJIbHO BO3-

MOYHOM,


mailto:honig@sprynet.com
https://svnweb.freebsd.org/changeset/doc/46680
https://www.FreeBSD.org/cgi/man.cgi?query=netstat&sektion=1&manpath=freebsd-release-ports

MUST

[IpeATIONOKIM, 9TO y Bac MMeeTCs BO3SMOXXHOCTh U3MEPUTH SHTPOIIHIO BXOAAIIETO U UCXOASAMET0 TpadrKa Ha
ceTeBOM MHTepdeiice. B aToM ciydae BbI CMOXKeTe JIETKO OTJIMYNTE 3alI$ppOBaHHbIE JAHHBIE OT OTKPBITHIX, TPU-
4éM Jlake B TOM CJIy4ae, KOr/ja YacTh JaHHBIX B « pe)XXUMe IMMPPOBaHUA» TePefaéTcs B OTKPHITOM BUJIE, K IIPU-
Mepy BHeIIHWe 3aT0JI0OBKU IP, KOTOpbIe UCIOJIb3YIOTCA AJI MapLIPYTU3ALIAN.

2.1. MUST

«YHUBepcanbHbli CtatucTrdeckuit Tect s TeHepaTopos Ciydvaiinbix Yucesn» Yamu Maypepa (Ueli Maurer's
Universal Statistical Test for Random Bit Generators), cokpamgénno MUST M03BOJISIET 6BICTPO U3MEPUTH SHTPO-
ITHIO [T0CJIe0BATENBHOrO Habopa AaHHbIX. MCI0Ib3yeMBbIil aJITOPUTM MTOX0XK Ha aJITOPUTM CKATUSL. B mpuioske-
HUM IPUBEAEH UCXOAHBIN KOJ, O3BOJIAIINN U3MEPATh SHTPOIUIO MOC/Ief0BaTeIbHBIX KyCKOB JaHHBIX pasMe-
POM OKOJIO YeTBepTH Merabaiita.

2.2. Tcpdump

E1ié HaM Hy)KeH Criocob coxpaHeHus nHGOpMaLuu, mpoxoasiieit yepes unrepderic. lporpamma tcpdump(1) mos-
BOJISIET CAIEJIaTh 3TO B CJIyyae, eC/Iv Bbl CKOHPUTYPUPOBAIU CBOE SIIPO C IOAAEPIKKOM ITakemHozo dubmpa Bepk.au
(Berkeley Packet Filter).

KomaHnza

tcpdump -c 4000 -s 10000 -w dumpfile.bin

coxpaHuT 4000 makeToB B ¢air dumpfile.bin . B JaHHOM IpuMepe 0OBEM 3aMMChIBaeMOM MHGOPMALIUK B KaX-
JIOM T1aKeTe He MOXKeT IpeBbIimaTh 10,000 6aliToB.

3. JKCNepuMeHT
HOBTOpI/ITe cIeayrouie marv sKCriepruMeHTa.

1. OTKpo¥iTe ABa OKHA TEPMUHAA U CBSHKUTECH B OHOM M3 HUX C KAKUM-HUOY/Ib KOMIIBIOTEPOM Yepes KaHal
IPsec, a B pyroM - C OOBIYHBIM, «HE3AIUIEHHBIM» KOMITBIOTEPOM.

2. Tenepb HaYHUTE COXPAHATH IAKETHI.

3. B «mmbpoBaHHOM» OKHe 3amycTuTe KoMaHay UNIX® yes(1), koropasi 6yieT BbijaBaTh 6€CKOHEYHBIH TTOTOK
CHMBOJIOB Y. HEMHOKKO IIOAOXKAUTE U 3aBEPLINTE €. 3aTeM MEePeKIII0YUTECh B OOBIYHOE OKHO (HE UCIIOJIb-
syrolee KaHas IPsec) v criesaiiTe TO e camoe.

4.  3aK/IOYMTEsIbHBIH 3Tam: 3amycture MUST, nepesas eMy A1 00pabOTKY TOJIBKO YTO COXpaHEHHbIE TTaKEThI
Yyepes3 KOMaHAHYIO CTPOKY. BBl JO/IKHBI YBUAETH YTO-TO BPOZE M300paKEHHOTO YyTh HIKE. 3aMEThTe, UTO
6e3omacHoe coeuHeHre uMeeT 93% (6,7) oT oxugaemMoro sHadeHus (7,18), a 06bIYHOE COeUHEHME - BCEro
JIb 29% (2,1).

% tcpdump -c 4000 -s 10000 -w ipsecdemo.bin
% uliscan ipsecdemo.bin

Uliscan 21 Dec 98
L=8 256 258560
Measuring file ipsecdemo.bin
Init done
Expected value for L=8 is 7.1836656
00396 - -
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http://www.geocities.com/SiliconValley/Code/4704/universal.pdf
https://www.FreeBSD.org/cgi/man.cgi?query=tcpdump&sektion=1&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=yes&sektion=1&manpath=freebsd-release-ports

HesaBucumoe uccienoBanue pabotsl [IPsec Bo FreeBSD

4. 3amMme4yaHue

ATOT 9KCIEPHMEHT IIOKa3bIBaET, YTO IPsec deticmaumensHo pacipeeser nepefaBaeMble 6aiiThl 1o 061acTH orpe-
ZleJIeHUs pasHOMepHO, KaK U Jiio6oe Apyroe mudpoBanre. OFHAKO 3TOT METOZ, He Moycem 06HAPYIKUTh MHOXKECTBO
APYTUX U3BSHOB B cUCTeMe (XOTSI 51 TAKOBBIX He 3Ha10). [lJIst IprMepa MOXHO MTPUBECTHU [IIOXUE aITOPUTMBI Te-
Hepauuu Wiy obMeHa KIo4aMy, HapylieHre KOHOUeHLMaIbHOCTY JAHHBIX WM KIIF0YEH, MCII0/Ib30BaHue CJla-
OBIX B KpUIITOrpapryecKoM CMBICJIE aITOPUTMOB, B3JIOM sipa U T. A. U3ydaliTe UCXOLHBIN KOJ, y3HABalTe, YTO
TaM IIPOUCXOLUT.

5. OnpeaeneHue IPsec

IPsec npecTaBiisieT cOO0¥ MPOTOKOJ be3omnacHoro obMeHa nHpopMmarueit o Internet. CyiecTByeT B Bufie pac-
wpeHus K [Pv4; SB/IseTCs HEOThEMIIEMO YacThio IPV6. ComepIkuT B cebe nmpoToros mudpoBaHus 1 ayTeHTUdU-
kauuu Ha yposHe IP (mexmarmmnHoe «host-to-host» Bsaumogeiicteue). SSL 3amuInaeT TOMBKO JUIIb KOHKPETHBIN
MIPUKIALHON cokeT; SSH 3amuimaeT BXo/ Ha MalInHy; PGP samuiaer onpefenéHHbIN $aiia Ui nucsMo. [Psec
mrPpyeT BCIo MHPOPMALHIO, ITepesjaBaeMyIo MeXAY AByMs MallMHAMMA.

6. YcTaHOBKaA IPsec

BOJIBLIMHCTBO COBpEMEHHBIX Bepcuii FreeBSD yike UMEIOT ToAAepXKKy IPsec. BeposTHO, Bbl JO/IKHEL OyeTe JIMIIb
L06aBUTh onLuio IPsec B KOHPUTypaLMOHHbIN (aiin sapa, v oce CO0PKU M MHCTAIALMU HOBOTO AApa, CKOH-
durypuposats coeuHeHue IPsec ¢ momMowpio KoMaHs! setkey(8).

Bosee ofpo6HO 0 TOM, Kak 3amycTUTh [Psec Bo FreeBSD MOKHO IIpo4ecTh B PYKOBO/CTBE [10JIb30BaTEJIA.

7. src/sys/i386/conf/KERNELNAME

Jl71s1 TOrO, YTOGbI 3aXBATHIBATH CeTEBOM Tpaduk npu oMoy tcpdump(1), caesyomwye CTpOKY LOBKHBI IPUCYT-
CTBOBaTh B KoHUrypanuoHHoM daiisie sinpa. He sabyapre mocse Mogudukanuu samyctuts config(s), u, kak
006BIYHO, TTEPEeCOOPATh U YCTAHOBUTH HOBOE SZPO.

device bpf

8. YHI/IBespcaanbII/I Ctatuctnyeckut Tect Maypepa (pasmep
6noka

OpuruHa HU>KeIpUuBeJEHHOIO KOZla HaXOAUTCA 110 3TOMY afpecy.

/*
ULISCAN.c ---blocksize of 8
1 Oct 98
1 Dec 98
21 Dec 98 uliscan.c derived from ueli8.c

This version has // comments removed for Sun cc

This implements Ueli M Maurer's "Universal Statistical Test for Random
Bit Generators" using L=8

Accepts a filename on the command line; writes its results, with other
info, to stdout.

Handles input file exhaustion gracefully.


https://www.FreeBSD.org/cgi/man.cgi?query=setkey&sektion=8&manpath=freebsd-release-ports
https://www.FreeBSD.org/doc/ru_RU.KOI8-R/books/handbook/ipsec.html
https://www.FreeBSD.org/cgi/man.cgi?query=tcpdump&sektion=1&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=config&sektion=8&manpath=freebsd-release-ports
http://www.geocities.com/SiliconValley/Code/4704/uliscanc.txt

YHuBepcanbHbii CTaTuctiudeckuii Tect Maypepa (pas-
Mep 6J10Ka - 8 6UT)
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